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Abstract. The recent advancements in ubiquitous sensing powered by Wireless
Computing Technologies (WCT) and Cloud Computing Services (CCS) have in-
troduced a new thinking ability amongst researchers and healthcare professionals
for building secure and connected healthcare systems. The data generated by
these systems will be further be analyzed in order to enhance the patient quality
of life and minimize the healthcare cost. Major concern of such giant connected
systems lies in creating the data handling strategies which is collected from the
billions of heterogeneous devices distributed across the hospital network. Edge
computing technologies offers the cutting edge solution for such issues by evad-
ing latency and storage related complexities. The integration of Internet of Things
(loT) in healthcare services further brings in several challenges with it, mainly
including encrypted communication through vulnerable wireless medium, au-
thentication and access control algorithms and ownership transfer schemes (im-
portant patient information). Besides, the resource constrained nature of loT
would make these goals difficult to achieve. Motivated by aforementioned delib-
erations, this paper introduces a novel approach in designing a security frame-
work for edge-computing based connected healthcare systems. An efficient,
multi-factor access control and ownership transfer mechanism for edge-compu-
ting based futuristic healthcare applications is the core of proposed framework.
Data scalability is achieved by employing distributed approach for clustering
techniques that analyze and aggregate voluminous data acquired from heteroge-
neous devices individually before it transits the to the cloud. Moreover, data/de-
vice ownership transfer scheme is considered to be the first time in its kind. Dur-
ing ownership transfer phase, medical server facilitates user to transfer the patient
information/ device ownership rights to the other registered users. On the other
hand, proposed framework overcomes the security gaps of existing authentica-
tion and access control schemes. In order to avoid the existing mistakes, we pro-
pose a formal and informal security analysis, that ensures the resistance towards
most common loT attacks such as insider attack, denial of distributed service
(DDoS) attack and traceability attacks.

Keywords: Internet of Things (1oT), Device Security, Edge Computing,
Healthcare Data Security, Access Control, e-health.



1 Introduction

It has been witnessed from the recent past that the profound advancements in
Healthcare 10T has significantly improved the standard of livings and quality of ser-
vices of the patients suffering from chronic illnesses. Smart healthcare communities are
the similar beneficiaries of such advancements. As a result, the life expectancy of the
patient suffering from long term diseases is seemingly increased. However, these de-
velopments have directly or indirectly influenced in increasing the old-age population
that required regular medical investigations. Therefore, handling such large patient
community at clinical care centers with utmost care might be a real challenge for the
doctors with the limited time and hospital resources. These issues needed to be ad-
dressed with a potential technological solution at the back end. While it is known that
the technology cannot decrease the health service needs but can deliver the solution by
involving embedded computing [1]. Many researchers have discussed about the elec-
tronic healthcare systems (e-health systems) that are powered by advanced Wireless
Computing Technologies (WCTSs). These WCTSs are establishing the communication
between the device layer and cloud layer through the dedicated mobile gateway net-
works [2,3,4]. These type of e-health systems offer the wide variety of remote services,
where patient doesn’t have to physically visit hospital for clinical analysis but he/she
can use e-health systems from their residential places and get treated by tele-medicines
[1, 2]. In these systems, patients are provided with the wireless healthcare device which
is equipped with the advanced wireless sensors that can be non-invasively placed on
patient’s body for transferring the significant biomedical data such as body temperature,
ECG, pulse rate etc. to the remote cloud [4, 5, 6]. This cloud may be implemented
locally in a desktop computer or remotely into a hospital cloud known as Electronic
Health Server (EHS) [7]. Once the data is made available in EHS, finally a doctor or a
healthcare professional can access the data and further take decisions about the treat-
ment. As far as consumer connection to EHS is concerned, authentication and verifica-
tion of user’s legitimacy is an important phase in verifying the user at early stages. User
verification can be achieved by many ways, generally by means of a RFID tags [8].
Sometimes, the combination between human and machine (H2M) is duplexed direction,
where an authorized person like doctor can change the patient device programmatically
[9, 10].

Further, connected healthcare systems offer the remote services in healthcare field
for monitoring of patient’s vital bio-parameters by Body Sensor Network (BSN) and a
medical practitioner can know the patient status remotely. Such systems are called as
Internet of Medical Things (Io0MT) [11, 12]. Creating connected healthcare infrastruc-
ture in a secured way is one of the major challenges in building automated healthcare
infrastructure. Maintaining one’s biomedical data privacy is crucially important as
there’s an essence of creating secured environments so that data can be saved securely
from being misused for wrong intensions. In the same way, given healthcare service
should provide a mechanism to its users so that individual users can access (read) data
and chunks of memory from only the allocated segment. Further, the healthcare device



should have the proper access control mechanism implemented into it in order to ver-
ify/validate the user access rights. Generally, this access control mechanism is defined
in the EHS provided by hospital administrators and users are defined with various ac-
cess rights according to the policies defined for each user profiles.

Fig. 1 illustrates the various healthcare entities, environments and their interconnec-
tions. The community member’s biomedical signal is sent to edge mobile gateway after
being source encrypted for further analysis in a local storage unit. Thereafter, using a
remote gateway the local data is fed to global cloud storage unit for high level analysis.
Standard decryption tools are used at the destination for retrieving the original data.
Further, secured machine learning algorithms are employed for making clinical deci-
sions and predictive analyses.

On the other hand, the importance of edge computing can also be understood by the
fig. 1. Edge computing is another potential computing paradigm that signifies the mid-
dle layer computation between physical devices and the cloud computing unit housing
computational power closure to device level [13]. The edge computing layer does not
only help 10T infrastructure in transforming data locally but also essential in providing
the real time services and making intermediate decisions for patient community. Such
system enables healthcare professionals to early detection of chronic illnesses thus buy
significantly avoiding permanent disabilities and accordingly the medication support
can be provided.
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Fig. 1. Overall architecture of the loMT framework for connected healthcare infrastruc-
ture.



1.1  Motivation and Objectives

The authors chosen an attribute based access control model proposed by Zhang et al.
[14] for threat analysis. In their model [14], it was observed that, the scheme can pre-
serve the receiver’s attribute privacy through ciphertexts that hide the information.
However, the adversary can capture the traffic through side channel attack and cold
boot attack crypt-analysis models. The adversary can easily manipulate (edit/de-
lete/modify) the captured data through an insecure channel. Authors, assume that the
side channel attack is capable enough to steel the RFID card data and data from EHS
database. In addition, during the upload time of access control scheme, the sensitive
information is at a higher risk of being stolen by intruders.

Under the presumption of aforementioned threat model, authors proposed a highly
secured authentication and access control model for device/data that addresses the
issues enlisted above. With this proposal, authors have also considered several
important other challenges such as emergency handling, ownership transfer, and access
control security. In addition, the sensors used in such medical applications are limited
in terms of operating capabilities. As a result, lightweight access control solution must
be the possible solution to address these issues and the same is implemented n proposed
protocol.

1.2 Protocol Requirements

This section gathers the access control and ownership transfer protocol requirements in
terms of three parameters such as functionalities, security and privacy concerns. Here,
Fr denotes the Functional requirements, Sr denotes the Security requirements and Pr
denotes the privacy requirements.

(Fr0) Access control functionality: This functionality enables all legitimate users to
access the healthcare device and data from the allocated space in EHS only. This is
carried out by defined access control policies in EHS.

(Frl) Energy optimization: The proposed scheme is lightweight in nature as it re-
quires less computational and storage spaces and thus it uses the resource constrained
sensors utilizes less energy by making the system energy efficient.

(Fr2) Break-glass access control mechanism: The proposed mechanism utilizes te
break-glass feature, which is invoked during emergency situations and bypasses the
regular access control phases to provide immediate access for the emergency response
team members.

(Fr3) Ownership transfer mechanism: Accessibility to patient data can be vertically
transferred to another medical professional as and when required. The same can be ap-
plied from the patient end as well. Accessibility to doctors can be transferred from one
doctor to another doctor as and when patent wishes.

(Sr0) Policy based Authentication: The credibility of each user is verified centrally
by attribute based authentication scheme. This attribute is nothing but a session key



generated by the EHS upon the initial request by user. The same session key will be
used in allocating the access rights.

(Sr1) Data confidentiality: Only authorized data handlers are entitled to access the
data. The data handlers may be the medial practitioners, hospital administrators or the
patient.

(Sr2) Information integrity: The data manipulations from unauthorized accesses are
strictly prohibited and must the alterations are easily identifiable using back-tracing and
efficient cryptographs.

(Sr3) Data availability: All the biomedical data captured by data acquisition system
(DAQ) must be timely available to see either by medical practitioners or by patients.

(Pr0) System entity privacy preservation: An intruder must not be able to see the
private information of the doctors as well as patients.

(Pr1) User Non-tractability: No hacker or horizontal user will be able to trace the
other user information using back tracking methods.

(pr2) Preservation of old owner privacy: Once the ownership of patient information
is transferred to new doctor, he/she will not be able to violate the security goals in order
to look into the private information of old users.

(pr3) Preservation of new owner privacy: When an ownership is revoked to old
owner, the old owner should not be able to access the communication details of current
owner.

1.3 Existing work

In this section, the authors describe the holistic literature review of the selected arti-
cles that addresses the overall picture of security goals and approaches in healthcare
infrastructure. The criteria used in selecting article for literature review is, the policy
and attribute based access control mechanisms. In the same way, there are several re-
searchers who proposed numerous security protocols for e-health security recently [15-
17]. These articles are mainly focusing to provide solution for shared key problem. The
key is shared between sensor, patient and server. Similarly, He et al. [18] provided a
deep review on various authentication schemes that are mainly based on Elliptic-curve
cryptography (ECC). The authors also demonstrated the unsuitability of these authen-
tication schemes for healthcare scenarios due to their hardbound nature of vulnerabili-
ties to the most common attacks such as insider and side channel attacks.

Le et al. [15] proposed an ECC based lightweight mutual authentication scheme
for access controlling of healthcare information. The scheme was seemingly resilient
towards the common attacks such as Denial of Service (DoS) and insider attack. Fur-
ther, Kumar et al. [16] proposed a similar asymmetric-cryptography based access con-
trol scheme using two factor authentication process. The authentication scheme is mu-
tual between EHS, user and medical sensor device. In [16], the authors described the
security vulnerabilities of [15] in an efficient way. Although, the asymmetric cryptog-
raphy employment in their scheme is interesting, however, it does not describe the ad-
ditional feature such as ownership transfer scheme and emergency break-glass access
control scheme. Eventually, Chang et al. [18] proposed an authentication scheme for



biometric based healthcare applications that enables its users to access the data/ device
using a single-way hash functions. This scheme provides salient features that are re-
sistant towards collision attacks. However, this scheme is vulnerable to many attacks
such as insider attack and cold boot attack. In order to enhance this scheme, Das et a.
[19] proposed a symmetric cryptography based authentication scheme for access con-
trol purpose. A symmetric secrete key is shared between both user and server in order
to protect the multi hop communication between them. However, all the aforemen-
tioned literature does not support the ownership transfer and break-glass authentication
schemes.

2 Conceptual framework of proposed architecture

This section provides the brief overview of implementation and overall scheme is dis-
cussed with the relevant diagrams. The proposed architecture diagram is depicted in the
fig. 2. As shown in fig. 2, the overall architecture is categorized in three entities namely
patient entity (Pi), healthcare professional entity (Hi) and electronic healthcare server
(EHR) entity (Si). Patient entity is made of numerous healthcare sensor nodes attached
on patient body. EHR entity is made of servers, base stations that connect user devices
to the server and cloud computing infrastructure. Similarly, healthcare professional en-
tity comprised of doctors, nurses, chemist and lab technicians. The set of Hi and Pi must
be registered in EHR as per their service plans through the radio cards.
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Fig. 2. Proposed framework of Multi-factor authentication scheme in Access Control-
ling applications



The proposed framework will be implemented in the following phases.

2.1 Enrollment phase (E):

During this phase, user (Hi) (doctor) will be able to register for the e-health services.
Following steps are followed by the Hi in order to register for the authentication
services.

(EO): The healthcare user (Hi) uses his/her preassigned identity number Ide; and user
generated access credential (Aci) in order to generate a random number X;. The
healthcare professional then extracts the biometric information for computing the same
random number. The random number is generated by the accumulative concatenation
operation (|).

(E1): After receiving the enrollment request from the medical user, the EHS invokes its
master key for computing intermediate access key M.

(E2): Upon the reception of smart radio card by healthcare professional, the data holder
is computed and stored in the smart radio card. Thus the enrollment of user to the sys-
tem is carried out. Therefore, the smart RFID card has the details such as Biometric
trait that belongs to the medical user and related flags.

2.2 Sign-In Phase (S):

During Sign-In phase, if Hi needs to access the patient details from the medical server,
he/she inserts the smart card in the dedicated hardware terminal and continues in Sign-
In phase as follows. To be specific, the doctor enters his/her user id (Uip) and (Pwi in
the portal and extracts the biometric details (BM;) by means of biometric reading sensor
terminal. Now, that the server performs the computation of matching biometric data
and rejects the user from sign-in process if it doesn’t find a match. In other words, the
accepted card data will be stored in server along with the time stamp.

2.3 User authentication and Key exchange phase (AKE):

During this phase the doctor executes the following steps as part of user verification
and proving legitimacy towards the EHS. Upon successful authentication, the Hi shares
the shared secrete key to all its entities as and when required.

AKEQ: During this step, server receives the message (msgl) from the sign-in phase,
then server compute AT. It is the normalized difference between T1 and T2. If AT is
greater than [T1-T2|, then server suspend the connection. Otherwise the consequent
elements are computed from the database.

AKEZL: During this step, the output from the previous steps are considered as elemen-
tary components in to drive the AKEL. The msg2 validity is sequentially checked with
allotted timestamp. If T2 is found out of margin, then the server abrupt the secured



connection else relation member (Pj) maps its corresponding memory value (Mj) to the
specific user.

AKE?2: During this step, the msg3 is received and checked against its validity with the
help of associated timestamp. If timestamp [T3-T4| produces the greater results than the
original delta, then the connection is aborted by the server, otherwise the server extracts
the session key and share across its entities.

2.4  Transferring ownership from one user to other (OTP):

The objective of this phase is to transfer the target sensor data access rights from one
legitimate user to another. After few steps getting executed, the fresh user will have an
access to the allocated sensor data and the previous user will be deprived from the
access rights. Proposed scheme also provides an access revoking capability, where
previous user can resume his access rights back.

OTPO: A new medical professional (H2) who wants to replace an access right with
already existing user, he\she inserts the smart card into the device terminal and provide
the acquired credentials from the hospital administration. Then H2 retrieve his/her bi-
ometric data BM2'by the help of biometric device. Now the sever calculates the bio-
metric feature difference (Y2). IF Y2  is observed as a match found from the server
then it continues, else server aborts the secure communication.

OTP1: After the OTPO, the H1 user will receive the deregistration notification and H1
user details are still saved in EHS in order to have the future revocation process if re-
quired. This step is important since the deregistration process is crucial in any database
services. After this the new user will have the access rights to the target sensor data
from electronic health server.

3 Crypt analysis of the proposed scheme

In this session, authors produce the informal attack reports for the
proposed scheme. The security analysis is partially based on the Dolev
security model [20].

3.1 Theft card threat attack:

In this attack, if the user loses his/her smart card, he intruder need to acquire the essen-
tial parameters from the non-tamperable electronic card. However, the card cannot have
the user ID and PWi. Therefore, during the absentia of these credentials, the adversary
cannot calculate the real-time communicative messages in order to establish the new
connection request with EHS. In addition, the hash function used in implementing the
cards are irreversible. Meaning, using one side of the function equator, it’s not possible



to guess the other part. Hence the card has the standard robust embedded encryption.
Hence, the proposed scheme is secure against the stolen card attack

3.2  Offline password supposition attack

Generally, in any communication system, if an adversary finds a cryptographically
contaminated message packet that has the information about all the essential parameters
except the user 1D and password details, he/she will be easily able to guess the password
using dictionary attack model. In the proposed model, all the parameters are
additionally encrypted by biometric details. Therefore, using dictionary attack an
adversary cannot guess the password details.

4 Conclusion

Nowadays, healthcare 10T systems are changing the traditional ways of medical treat-
ment and diagnosis of chronic diseases. However, these systems are facing the chal-
lenges in implementing phase such as secure communication, authentication of legiti-
mate users at server level etc. The obvious reason for such challenges are resource lim-
itations and wireless network vulnerabilities. In this paper, authors presented a unique
way of authenticating system user and key agreement challenges are addressed with the
help of access control mechanism. The major contribution lies in creating ownership
transfer strategy. Authors evaluated the scheme with security analysis and observed the
better efficiency in terms of resiliency towards most common attacks such as insider
attack and cold boot attacks formally and theft card threat attack and offline password
supposition attack informally. On the other hand, proposed framework overcomes the
security gaps of existing authentication and access control schemes. In order to avoid
the existing mistakes, we propose a formal and informal security analysis, that ensures
the resistance towards most common IoT attacks such as insider attack, denial of dis-
tributed service (DDoS) attack and traceability attacks.
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